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SAQs

1) Define loT and Give Examples:
loT (Internet of Things):

o loT refers to a network of interconnected devices or "things" that
communicate with each other and exchange data over the internet, without
requiring human-to-human or human-to-computer interaction.

Examples of loT:
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1. Smart Home Devices: Devices like smart thermostats, lights, door locks,
and security cameras that can be controlled remotely via smartphone apps
or voice commands.

2. Wearable Technology: Fitness trackers, smartwatches, and health
monitors that track activity levels, heart rate, and other health-related data.

3. Industrial loT (lloT): Sensors and devices used in manufacturing,
agriculture, logistics, and energy management to optimize processes,
monitor equipment health, and improve efficiency.

4. Connected Vehicles: Cars equipped with sensors and internet connectivity
for features like GPS navigation, vehicle diagnostics, and remote
monitoring.

5. Smart Cities: Infrastructure such as traffic lights, waste management
systems, and environmental sensors that collect data to improve urban
planning and resource management.

2) What is the M2M Architecture of loT?
M2M (Machine-to-Machine) Architecture:

e M2M architecture in loT involves the communication between machine-type
devices, typically equipped with sensors to collect data and actuators to
perform actions based on that data.

e It usually follows a point-to-point communication model, where devices
exchange data directly without human intervention.

Components of M2M Architecture:

1. Devices/Things: Sensors and actuators that collect and transmit data
without human intervention.

2. Communication Infrastructure: Networks (wired or wireless) that facilitate
communication between devices.

3. Data Processing: Systems for processing and analyzing data collected
from devices.

4. Applications: Use cases where M2M communication is utilized, such as
industrial automation, remote monitoring, and smart infrastructure.

3) What are sensors and actuators? Give Examples.
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Sensors:

e Sensors are devices that detect and measure physical properties or
changes in the environment and convert them into electrical signals or data.
They provide input to electronic systems for monitoring and control
purposes.

Examples of Sensors:

1. Temperature Sensor: Measures temperature variations in the environment
(e.g., thermistor, thermocouple).

2. Proximity Sensor: Detects the presence or absence of nearby objects
without physical contact (e.g., ultrasonic sensor, infrared sensor).

Actuators:

e Actuators are devices that receive control signals from electronic systems
and convert them into physical action or movement. They enable machines
or systems to perform specific tasks based on input received from sensors.

Examples of Actuators:

1. Electric Motors: Convert electrical energy into mechanical motion (e.g., DC
motors, stepper motors).

2. Solenoid Valves: Control the flow of fluids or gases by opening or closing a
valve in response to electrical signals.

4) Define the 3Cs of loT

Connect : Sensors and Actuators are being used for connecting to the external
world

and getting the data. Sensors such as Temperature sensor , Light Sensor,
Smoke Sensor etc..

collect the data from the environment either in the form of Digital or Analog
signals. Actuators

are the output devices such as LED, Motors, Display, Speaker etc..

Control : To collect the data from the Sensors or to give output to Actuators we
need a

Controller to do this job. Micro Controllers and Microprocessors are being used
here to do the

task. All the programming logic is written in this tiny little devices. Arduino,
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NodeMCU and
Raspberry Pi are some of the controllers which are being widely used in loT.

Communicate . After Connecting and Controlling the things, we need to
Communicate

the data to the Cloud such that we can control and monitor from any corner of
the world. Below

are the communication protocols which we use to talk to the cloud servers.
HTTP

MQTT

Web Sockets

Co-AP ( Constrained Application Protocol)

There is one more C called as "

Challenges" which is required to make the loT Device such as

Security, Power Consumption, Reliability and Durability.

5) What is the Standard Architecture of loT?

@) =~ dh Il

- (o= ;
Cloud and
Sensors = Processors e Gateways = Applications
6) Difference between loT and IT. List all the
challenges of loT
Aspect loT (Internet of Things) IT (Information Technology)
Connects physical Deals with computers, networks,

Focus . . . .
objects/devices to the internet. software, and digital data.

Involves physical devices,
Scope sensors, actuators, and data
from the physical world.

Primarily deals with digital data,
applications, and systems.

Data comes from sensors,
Data Source devices, and the physical
environment.

Data originates from digital
systems, applications, and users.
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Interaction with the physical . o
Interaction within digital systems

Interaction environment (e.g., monitoring, .
and applications.
control).
Real-tim Emphasizes real-time data Real-time processing may be
eal-time s . . S
Nature acquisition and response for required for certain applications,
monitoring and automation. but not as inherent as in loT.

Focuses on securing physical
Security Focus devices, data, and
communication channels.

Focuses on securing digital data,
networks, and systems.

Smart home devices, wearables,
Examples industrial sensors, connected
vehicles.

Enterprise software, databases,
networking equipment, servers.

1. Security and Privacy Concerns: |0T devices are vulnerable to
cyberattacks, data breaches, and privacy violations due to their
interconnected nature and lack of robust security measures.

2. Interoperability Issues: Compatibility and interoperability challenges arise
from the diversity of 10T devices, protocols, and platforms, hindering
seamless integration and communication between heterogeneous systems.

3. Scalability and Complexity: Managing large-scale deployments of loT
devices, networks, and data becomes increasingly complex, requiring
scalable and efficient solutions for deployment, management, and
maintenance.

4. Data Management and Analytics: Handling massive volumes of data
generated by loT devices, and extracting actionable insights pose
challenges in terms of storage, processing, analysis, and interpretation of
data.

7) What is the difference between IPv4 and IPv6 in
loT?
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IPv4 IPv6

Deployed 1981 Deployed 1998
32-bit IP address 128-bit IP address
4.3 billion addresses 7.9x10?% addresses
Addresses must be reused and masked Every device can have a unique address

Alphanumeric hexadecimal notation
50b2:6400:0000:0000:6c3a:b17d:0000:10a©
(Simplified - 50b2:6400::6c3a:b17d:0:10a9)

Numeric dot-decimal notation
192168.518

DHCP or manual configuration Supports autoconfiguration

8) What are the differences between adaptation and
adoption?

1. Adaptation: Adaptation refers to the process of modifying or customizing
existing
systems, devices, or processes to integrate loT capabilities. It involves
making changes to the
existing infrastructure, hardware, or software to leverage the benefits of
loT. For example,
adapting a traditional manufacturing plant to incorporate loT sensors and
connectivity to monitor
and control various processes in real-time.

2. Adoption: Adoption, on the other hand, refers to the process of embracing
and incorporating
loT technologies and solutions into an organization's operations or
individual's daily life. It
involves the decision to start using loT devices, platforms, or services to
achieve specific goals
or improve efficiency, convenience, or productivity

9) Why OP is necessary for loT?
OP (Object Persistence) is necessary for loT for the following reasons:

1. Data Storage: |oT devices generate vast amounts of data, including sensor
readings, logs, and event data. Object persistence allows this data to be
stored reliably and efficiently for later analysis and retrieval.

loT Architecture - Important



2. State Management: |oT applications often require the management and
persistence of device states and configurations. OP enables the
preservation of device states across power cycles and network disruptions.

3. Fault Tolerance: Object persistence ensures data integrity and reliability,
even in the event of device failures or network outages. It provides
mechanisms for data recovery and resynchronization after system failures.

10) What do you mean by knowledge Management?

Knowledge management involves data mining and some method of operation to
push

information to users to make it easily accessible. A knowledge management
plan involves a

survey of corporate goals and a close examination of the tools -- both
traditional and

technical -- to address the needs of a company. The challenge of selecting a
knowledge

management system is to purchase or build software that fits the context of the
overall plan

and encourages employees to use the system and share information.

11) What is RPL and COAP, MQTT, XAAP, 6lowpan?

» RPL (Routing Protocol for Low-Power and Lossy Networks): A routing
protocol specifically designed for low-power and lossy networks (LLNs) in
loT applications. RPL enables efficient routing of data packets in
constrained network environments with characteristics such as high packet
loss, low bandwidth, and limited energy resources.

« COoAP (Constrained Application Protocol): A lightweight communication
protocol designed for resource-constrained devices and low-power
networks in loT applications. CoAP enables simple, efficient, and RESTful
communication between loT devices and servers, providing features such
as request/response interactions, multicast support, and resource
discovery.

« MQTT (Message Queuing Telemetry Transport): A lightweight messaging
protocol designed for efficient communication between loT devices and
servers. MQTT follows a publish/subscribe messaging pattern, allowing
devices to exchange messages asynchronously while minimizing
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bandwidth and power consumption. It is widely used in loT deployments for
its simplicity, scalability, and reliability.

o XAP (eXtensible Automation Protocol): A protocol used in home
automation and building control systems to enable communication between
devices and controllers. XAP provides a standardized format for
exchanging messages and commands, allowing interoperability between
different devices and vendors in automation environments.

o G6LOWPAN (IPv6 over Low-Power Wireless Personal Area Networks): A
communication protocol that enables the transmission of IPv6 packets over
low-power wireless networks, such as IEEE 802.15.4-based networks
commonly used in |oT applications. 6LOWPAN optimizes IPv6 packet size
and header compression to reduce overhead and energy consumption in
constrained loT devices.

LAQs

2a) Explain about business processing in loT. Give an

Outline of loT Architecture

Business processing in loT refers to the various activities and workflows
involved in leveraging loT technology to achieve business objectives, improve
efficiency, and create value. It encompasses the integration of 10T devices,
data collection, analysis, decision-making, and action execution within an
organization's existing business processes. Here's a breakdown of key
components and considerations in loT business processing:

1. Data Collection and Acquisition:

» loT devices collect data from sensors, actuators, and other sources in
the physical environment.

» Data acquisition involves gathering, processing, and transmitting data to
centralized systems or cloud platforms for further analysis.

2. Data Storage and Management:

o loT-generated data is stored in databases, data lakes, or distributed
storage systems for long-term retention and analysis.
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» Data management involves organizing, indexing, and securing data to
ensure accessibility, integrity, and compliance with regulatory
requirements.

3. Data Analysis and Insights Generation:

e Analyzing loT data involves extracting actionable insights, patterns, and
trends using techniques such as statistical analysis, machine learning,
and predictive modeling.

 Insights generated from loT data help businesses make informed
decisions, optimize processes, and identify opportunities for
improvement.

4. Decision-Making and Automation:

e loT-enabled decision-making involves using real-time data and
analytics to automate processes, trigger actions, or provide
recommendations.

o Decision automation reduces human intervention, accelerates response
times, and improves operational efficiency.

5. Integration with Business Processes:

 Integrating loT data and insights into existing business processes
ensures alignment with organizational goals and objectives.

e loT-enabled processes may span across departments, functions, and
systems, requiring seamless integration with enterprise resource
planning (ERP), customer relationship management (CRM), and other
business applications.

6. Performance Monitoring and Optimization:

e Monitoring loT devices, data streams, and process performance allows
businesses to identify bottlenecks, anomalies, and opportunities for
optimization.

e Continuous improvement initiatives leverage loT data to refine
processes, enhance product quality, and reduce costs over time.

7. Security and Compliance:

e Ensuring the security and compliance of loT data and processes is
essential for protecting sensitive information and mitigating risks.
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» Implementing security controls, encryption, access controls, and
compliance frameworks helps safeguard loT deployments and maintain
regulatory compliance.

8. Scalability and Flexibility:

» Designing loT business processes to be scalable and flexible
accommodates growth, innovation, and evolving business
requirements.

» Agile methodologies, modular architectures, and cloud-native solutions
support rapid deployment, iteration, and adaptation of loT initiatives.

By effectively managing business processes in loT, organizations can capitalize
on the opportunities presented by connected devices, data-driven insights, and
automation to drive innovation, enhance competitiveness, and deliver value to
customers and stakeholders.

Application TL.aser

o] Data Management

A sset Laver

2b) Discuss M2M and loT Analysis, Explain loT
Architecture Briefly with a neat Diagram.

Machine-to-Machine (M2M) refers to technologies that enable networked
devices to exchange information and perform actions without human
intervention. Advances in Radio frequency identification technology (RFID),
wireless sensor networks (WSNs), embedded systems, wired and wireless
networks and reduced cost of transferring bits have accelerated the growth of
systems. However, due to a lack of standardization, the M2M market is highly
fragmented, proprietary and lacks widespread deployment. On the other hand,
the Internet of Things (IoT) has emerged as the pioneering paradigm for
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ubiquitous computing where billions and trillions of devices would be
connected together to sense information and to take actions without human
intervention. Therefore, the end goal of M2M and loT remains identical and it is
only appropriate that M2M steadily evolves into loT. Furthermore, with so many
interconnected devices, the data generated would be overwhelming. Having
this in mind, we chart an evolutionary path for systems towards IoT from an
analytics perspective. We discuss challenges in M2M systems for analytics and
provide solutions and on the basis of these solutions, propose a gateway-
based reference architecture for analytics in M2M to facilitate its evolution
towards loT. We also provide a prototype implementation of the reference
architecture. This reference architecture consists of data aggregation, data
cleaning and data transmission layer at the M2Mgateway and data
comprehension and data analysis layer at the M2M server

SApplication T . asxer

[oT Data Management

Msset Laver

3a) Explain about functions of each layer in the loT
business model

Cant confirm so no answer

3b) What are various real-world design
concentrances?

forget it

4a) Explain about wireless technologies: Bluetooth
Low Energy, Zigbee Smart Energy RPL, Coap, carp
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1. Bluetooth low energy: or Bluetooth smart is a short-range communication
protocol with PHY
and MAC layer widely used for in-vehicle networking. Its low energy can
reach ten times less
than the classic Bluetooth while its latency can reach 15 times. Its access
control uses a
contention-less MAC with low latency and fast transmission. It follows
master/slave architecture and offers two types of frames: adverting and
data frames. The Advertising frame is used for discovery and is sent by
slaves on one or more dedicated advertisement channels. Master nodes
sense advertisement channels to find slaves and
connect them. After the connection, the master tells the slave its waking
cycle and scheduling sequence. Nodes
are usually awake only when they are communicating and they go to sleep
otherwise to save
their power [Decuir10, Gomez12].

2. Zigbee Smart Energy:

72 zigbee

loT solution, from mesh network

to the universal language that allows
smart objects to work together.
Certified by the Zigbee Alliance.

Zigbee consolidated app layer
Application Standard

Zigbee PRO (with Green Power)

Network

IEEE 802.15.4 - MAC
Media Access Control

IEEE 802.15.4 - 2.4 GHz (worldwide)
sub-GHz 800-900 MHz (regional) Physical Layer

o ZigBee smart energy is designed for a large range of loT applications
including smart homes,
remote controls and healthcare systems. It supports a wide range of
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network topologies

including star, peer-to-peer, or cluster-tree. A coordinator controls the
network and is the

central node in a star topology, the root in a tree or cluster topology and
may be located

anywhere in peer-to-peer. ZigBee standard defines two stack profiles:
ZigBee and ZigBee Pro. These stack profiles support

full mesh networking and work with different applications allowing
implementations with low

memory and processing power. ZigBee Pro offers more features including
security using

symmetric-key exchange, scalability using stochastic address assignment,
and better

performance using efficient many-to-one routing mechanisms [Zigbee08].

3. RPL: Routing Protocol for Low-Power and Lossy Networks (RPL) is a
distance-vector protocol that can support a variety of data link protocols,
including the ones discussed in the previous section. It
builds a Destination Oriented Directed Acyclic Graph (DODAG) that has only
one route from
each leaf node to the root in which all the traffic from the node will be
routed.

4. CARP: Channel-aware routing Protocol (CARP) is a distributed routing
protocol designed for
underwater communication. It can be used for loT due to its lightweight
packets. It considers
link quality, which is computed based on historical successful data
transmission gathered from
neighbouring sensors, to select the forwarding nodes.
There are two scenarios: network initialization and data forwarding. In
network initialization, a
HELLO packet is broadcasted from the sink to all other nodes in the
networks. In data
forwarding, the packet is routed from the sensor to the sink in a hop-by-hop
fashion. Each next hop is
determined independently.
The main problem with CARP is that it does not support the reusability of
previously collected data.
In other words, if the application requires sensor data only when it changes
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significantly, then
CARP data forwarding is not beneficial to that specific application

5. CoAP is a lightweight, RESTful application protocol designed for
constrained devices and low-power networks in loT applications. It enables
simple, efficient communication between loT devices and servers

4b) Discuss about 6iTCSH, DHCP, CORPL

1. 6TiSCH: The working group in IETF is developing standards to allow IPv6 to
pass through the TimeSlotted Channel Hopping (TSCH) mode of IEEE
802.15.4e data links. It defines a Channel
Distribution usage matrix consisting of available frequencies in columns
and time-slots available
for network scheduling operations in rows. This matrix is portioned into
chucks where each chunk contains time and frequencies and is globally
known to all nodes in the network. The nodes within the same interference
domain negotiate their scheduling so that each node gets to transmit in a
chunk within its interference domain. Scheduling becomes an optimization
problem where time slots are assigned to a group of neighbouring nodes
sharing the same application.

The standard does not specify how the scheduling can be done and leaves
that to be an

application-specific problem in order to allow for maximum flexibility for
different loT

applications. The scheduling can be centralized or distributed depending
on application or the

topology used in the MAC layer

2. DHCP: Dynamic Host Configuration Protocol (DHCP) is a network
management protocol used to automatically assign IP addresses and other
network configuration parameters to devices within a network. It simplifies
the process of network administration by dynamically allocating IP
addresses to devices as they connect to the network, eliminating the need
for manual configuration. DHCP operates based on a client-server model,
where DHCP servers manage pools of available IP addresses and lease
them to clients for a specified period. In addition to IP addresses, DHCP can
also provide subnet masks, default gateways, DNS server addresses, and
other configuration settings to clients, ensuring efficient and seamless
network connectivity.
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3. CORPL: An extension of RPL is CORPL, or cognitive RPL, which is designed
for cognitive networks and uses DODAG topology generation but with two
new modifications to RPL. CORPL utilizes opportunistic forwarding to
forward the packet by choosing multiple forwarders (forwarder set) and
coordinates between the nodes to choose the best next hop to forward the
packet to. DODAG is built in the same way as RPL. Each node maintains a
forwarding set instead of its
parent only and updates its neighbor with its changes using DIO messages.
Based on the

5a) Discuss about session layer protocols

Session layer protocols play a crucial role in establishing, managing, and
terminating communication sessions between devices or applications in a
network. Here's a discussion on several session layer protocols:

1. MQTT (Message Queuing Telemetry Transport):

« MQTT is a lightweight messaging protocol designed for efficient
communication between loT devices and servers. It follows a
publish/subscribe messaging pattern, where publishers (devices) send
messages to a broker, and subscribers receive messages from the
broker based on predefined topics. MQTT is known for its simplicity,
scalability, and reliability, making it widely used in IoT deployments for
real-time data exchange.

2. SMQTT (Secure MQTT):

o« SMQTT is an extension of MQTT that adds security features such as
encryption and authentication to ensure secure communication
between MQTT clients and brokers. It implements mechanisms like
TLS/SSL encryption and client authentication to protect data
confidentiality and integrity, making it suitable for applications requiring
secure loT communication.

3. AMQP (Advanced Message Queuing Protocol):

« AMAQP is a messaging protocol that facilitates the exchange of
messages between applications or systems in a distributed
environment. It provides features such as message queuing, routing,
and delivery assurance, making it suitable for building robust and
scalable messaging systems. AMQP supports a wide range of
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communication patterns, including point-to-point, publish/subscribe,
and request/response, making it versatile for various use cases.

4. CoAP (Constrained Application Protocol):

o COAP is a lightweight application-layer protocol designed for resource-
constrained devices and low-power networks in loT applications. It
enables simple, RESTful communication between devices and servers,
allowing clients to interact with resources using standard HTTP
methods like GET, POST, PUT, and DELETE. CoAP is optimized for
constrained environments, offering features such as UDP-based
communication, multicast support, and efficient message formats.

5. XMPP (Extensible Messaging and Presence Protocol):

o XMPP is an open XML-based protocol used for real-time
communication, messaging, and presence information exchange.
Originally developed for instant messaging applications, XMPP has
evolved into a versatile protocol suitable for various use cases,
including loT communication. It supports features such as presence
notifications, message delivery acknowledgments, and multi-user chat
rooms, making it suitable for building interactive and collaborative loT
applications.

6. DDS (Data Distribution Service):

o DDS is a middleware protocol designed for real-time data distribution
and communication in distributed systems. It enables high-
performance, scalable, and reliable data exchange between
applications or devices in a publish/subscribe manner. DDS provides
features such as data-centric communication, content-based filtering,
and quality of service (QoS) management, making it suitable for
demanding loT applications requiring real-time data processing and
communication.

5b) Discuss about COAP, REST, XMPP, AMQP

1. CoAP (Constrained Application Protocol):

o COAP is a lightweight application-layer protocol designed for resource-
constrained devices and low-power networks in loT applications. It
enables simple, RESTful communication between devices and servers,
allowing clients to interact with resources using standard HTTP
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methods like GET, POST, PUT, and DELETE. CoAP is optimized for
constrained environments, offering features such as UDP-based
communication, multicast support, and efficient message formats. It is
widely used in loT deployments for its simplicity, efficiency, and
suitability for constrained devices.

2. REST (Representational State Transfer):

o REST is an architectural style for designing networked applications
based on a client-server model and stateless communication. It
emphasizes a resource-oriented approach, where resources are
identified by URIs and manipulated using standard HTTP methods.
RESTful APls expose resources as endpoints, allowing clients to
perform CRUD (Create, Read, Update, Delete) operations on them.
REST APIs are characterized by their simplicity, scalability, and
interoperability, making them widely adopted for building web services
and loT applications.

3. XMPP (Extensible Messaging and Presence Protocol):

o XMPP is an open XML-based protocol used for real-time
communication, messaging, and presence information exchange.
Originally developed for instant messaging applications, XMPP has
evolved into a versatile protocol suitable for various use cases,
including loT communication. It supports features such as presence
notifications, message delivery acknowledgments, and multi-user chat
rooms, making it suitable for building interactive and collaborative loT
applications. XMPP is known for its extensibility, decentralized
architecture, and support for federation.

4. AMQP (Advanced Message Queuing Protocol):

 AMQP is a messaging protocol that facilitates the exchange of
messages between applications or systems in a distributed
environment. It provides features such as message queuing, routing,
and delivery assurance, making it suitable for building robust and
scalable messaging systems. AMQP supports a wide range of
communication patterns, including point-to-point, publish/subscribe,
and request/response, making it versatile for various use cases. AMQP
is known for its reliability, interoperability, and support for complex
messaging scenarios.
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5c¢) Describe about TLS, DTLS
TLS (Transport Layer Security):

Transport Layer Security (TLS) is a cryptographic protocol used to secure
communications over a computer network. It ensures privacy and data integrity
between communicating applications by encrypting the data transmitted
between them. TLS operates at the transport layer of the OSI model and is
widely used to secure web browsing, email, instant messaging, and other
internet-based applications.

Key Features of TLS:

1. Encryption: TLS uses cryptographic algorithms to encrypt data transmitted
between the client and server, preventing unauthorized parties from
intercepting and deciphering the information.

2. Authentication: TLS supports mutual authentication, where both the client
and server verify each other's identities using digital certificates. This helps
prevent man-in-the-middle attacks and ensures the authenticity of the
communicating parties.

3. Data Integrity: TLS includes mechanisms to ensure that data transmitted
between the client and server remains unchanged during transit. This
prevents tampering or modification of the data by malicious entities.

4. Forward Secrecy: TLS supports forward secrecy, ensuring that session
keys are ephemeral and not stored, making it difficult for attackers to
decrypt past communications even if they obtain the server's private key in
the future.

5. Compatibility: TLS is widely supported by web browsers, servers, and
other networked applications, making it a standard protocol for securing
internet communications.

DTLS (Datagram Transport Layer Security):

Datagram Transport Layer Security (DTLS) is a variation of TLS designed to
secure datagram-based communication protocols such as User Datagram
Protocol (UDP). Unlike TCP, which is connection-oriented, UDP is
connectionless and does not provide built-in mechanisms for reliability,
ordering, or flow control. DTLS addresses these limitations by adding security
features similar to TLS to UDP-based communications.

Key Features of DTLS:
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1. Encryption and Authentication: Similar to TLS, DTLS provides encryption
and authentication to secure data transmitted over UDP. It uses
cryptographic algorithms to ensure the confidentiality, integrity, and
authenticity of the data.

2. Reliability: DTLS includes mechanisms for retransmitting lost or out-of-
order packets, ensuring reliable delivery of data over unreliable UDP
connections.

3. Compatibility: DTLS is designed to be compatible with existing TLS
implementations and can be used to secure UDP-based applications such
as real-time communication, streaming media, and loT devices.

4. Low Latency: DTLS is optimized for low-latency applications where real-
time communication is critical. It minimizes the overhead associated with
establishing and maintaining secure connections, making it suitable for
time-sensitive use cases.

5. Fragmentation: DTLS supports message fragmentation and reassembly to
accommodate large payloads, allowing it to secure datagram-based
communication protocols with variable packet sizes.

5d) Describe about TCP, UDP, MPTCP

1. TCP (Transmission Control Protocol):

Overview:

e TCP is a connection-oriented, reliable, and stream-oriented communication
protocol used in computer networks.

o It operates at the transport layer of the OSI model and provides a reliable,
ordered, and error-checked delivery of data packets between applications
running on hosts in a network.

o TCP ensures data integrity, flow control, congestion avoidance, and error
recovery through mechanisms such as sequence numbers,
acknowledgements, and retransmissions.

Key Features:

e Reliability: TCP guarantees that data sent from one application on a device
will be received by another application on a remote device without errors,
duplication, or loss.
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2.

Ordered Delivery: TCP ensures that data packets are delivered to the
receiver in the same order they were sent by the sender.

Flow Control: TCP employs flow control mechanisms to prevent the sender
from overwhelming the receiver with data, ensuring smooth and efficient
data transfer.

Connection Establishment and Termination: TCP uses a three-way
handshake to establish a connection between the client and server and a
four-way handshake to terminate the connection gracefully.

Error Recovery: TCP detects and retransmits lost or corrupted packets,
ensuring reliable data transmission even in the presence of network errors
or congestion.

UDP (User Datagram Protocol):

Overview:

UDP is a connectionless, unreliable, and lightweight transport layer protocol
used for datagram-based communication in computer networks.

Unlike TCP, UDP does not establish a connection before transmitting data
and does not provide reliability, ordering, or flow control mechanisms.

UDP is often used in scenarios where low latency and reduced overhead
are more important than reliability, such as real-time streaming, online
gaming, and DNS resolution.

Key Features:

loT Architecture

Connectionless Communication: UDP does not establish a connection
before sending data packets, allowing for fast and efficient communication.

Low Overhead: UDP has minimal overhead compared to TCP, making it
suitable for applications where speed is prioritized over reliability.

Unreliability: UDP does not guarantee that data packets will be delivered to
the receiver or received in the same order they were sent, making it
unsuitable for applications requiring reliable data transfer.

Broadcast and Multicast: UDP supports broadcast and multicast
communication, allowing a single packet to be sent to multiple recipients
simultaneously.

Simple Implementation: UDP is simple to implement and requires fewer
system resources than TCP, making it ideal for resource-constrained
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devices and applications.

3. MPTCP (Multipath TCP):

Overview:

Multipath TCP (MPTCP) is an extension of TCP that enables the
simultaneous use of multiple network paths between two hosts.

MPTCP allows a single TCP connection to span multiple network interfaces,
such as Wi-Fi, cellular, and Ethernet, improving throughput, reliability, and
resilience to network failures.

It operates transparently to existing TCP applications and infrastructure,
making it compatible with existing TCP-based protocols and applications.

Key Features:

Multipath Communication: MPTCP allows data to be transmitted over
multiple network paths concurrently, utilizing the combined bandwidth of all
available paths.

Resilience to Network Failures: MPTCP can detect and recover from
network path failures, rerouting traffic over alternative paths to ensure
uninterrupted communication.

Seamless Handover: MPTCP supports seamless handover between
different network interfaces, such as switching from Wi-Fi to cellular or vice
versa, without interrupting ongoing TCP connections.

Improved Throughput: By utilizing multiple network paths, MPTCP can
achieve higher throughput than traditional TCP, especially in scenarios with
high bandwidth variability or network congestion.

Compatibility: MPTCP is backwards compatible with existing TCP
implementations and infrastructure, allowing it to be deployed incrementally
without requiring major changes to existing systems.

6a) Write about Service Layer Protocols
1. OneM2M (One Machine-to-Machine):

Overview:

OneM2M is a global standardization initiative that aims to enable
interoperability and exchange of data between loT devices and applications
across different domains and verticals.
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e It provides a common service layer framework for managing loT devices,
data, and applications, regardless of the underlying network technologies
or communication protocols.

o OneM2M defines a set of specifications, protocols, and interfaces for
building scalable and interoperable IoT solutions, addressing key aspects
such as device management, data modeling, security, and semantic
interoperability.

Key Features:

 Interoperability: OneM2M promotes interoperability among diverse loT
ecosystems by defining common service layer interfaces and protocols.

o Scalability: It supports the management of large-scale loT deployments
with millions of devices and heterogeneous networks.

» Flexibility: OneM2M provides a flexible data modeling framework that
allows for the representation and management of diverse loT data types
and formats.

e Security: It includes security mechanisms such as authentication,
authorization, encryption, and access control to ensure the confidentiality,
integrity, and availability of loT data and resources.

o Semantic Interoperability: OneM2M promotes semantic interoperability by
enabling the exchange of data in a standardized format using common data
models and ontologies.

2. ETSI M2M (European Telecommunications Standards Institute - Machine-
to-Machine):

Overview:
e ETSI M2M is a set of standards developed by the European

Telecommunications Standards Institute (ETSI) to facilitate machine-to-
machine (M2M) communication and interoperability.

o It defines protocols, interfaces, and data formats for building M2M solutions
across various industries and applications, including smart grids,
healthcare, transportation, and agriculture.

o ETSI M2M standards cover areas such as device management,
communication protocols, security, and service enablement, providing a
comprehensive framework for M2M deployments.
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Key Features:

Standardization: ETSI M2M provides standardized specifications and
protocols for ensuring interoperability and compatibility among M2M
devices and applications.

Modularity: It offers a modular architecture that allows for the integration of
diverse components and technologies, enabling flexible and scalable M2M
deployments.

Security: ETSI M2M includes security mechanisms such as authentication,
encryption, and access control to protect M2M communications and data.

Service Enablement: It enables the creation, discovery, and provisioning of
M2M services, allowing applications to access and interact with M2M
devices and data.

Global Reach: ETSI M2M standards are globally recognized and adopted,
facilitating the development and deployment of M2M solutions worldwide.

3. OMA (Open Mobile Alliance):

Overview:

OMA is a standards development organization that develops open
standards for mobile and loT technologies.

It defines protocols, interfaces, and data formats for enabling interoperable
and scalable solutions in areas such as device management, data
synchronization, and application enablers.

OMA collaborates with industry stakeholders to develop consensus-based
standards that address the evolving needs of the mobile and loT
ecosystem.

Key Features:

Standardization: OMA develops open standards for mobile and IoT
technologies, ensuring interoperability and compatibility among diverse
devices and networks.

Innovation: It fosters innovation by providing a collaborative platform for
industry stakeholders to develop and promote new technologies and
solutions.

Interoperability: OMA standards enable interoperability among devices,
applications, and services from different vendors and providers, promoting
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a seamless user experience.

Security: OMA includes security features such as authentication,
encryption, and access control to protect mobile and loT communications
and data.

Ecosystem Support: OMA standards are widely adopted across the mobile
and loT ecosystem, driving industry-wide collaboration and innovation.

4. BBF (Broadband Forum):

Overview:

BBF is a non-profit industry organization that develops standards for
broadband networks and connected home technologies.

It defines protocols, interfaces, and data models for enabling
interoperability and service delivery in broadband access networks,
including DSL, fiber, and cable technologies.

BBF collaborates with network operators, service providers, equipment
vendors, and other stakeholders to develop and promote open standards
for broadband and connected home services.

Key Features:

loT Architecture

Broadband Standards: BBF develops standards for broadband access
technologies, including DSL, fiber, and cable, to ensure interoperability and
compatibility among network equipment and devices.

Connected Home: It addresses the challenges of deploying and managing
connected home devices and services by defining standards for device
management, service provisioning, and interoperability.

Quality of Service: BBF standards include mechanisms for managing
quality of service (QoS) and ensuring a consistent and reliable user
experience across broadband networks.

Security: BBF develops security standards and best practices for
protecting broadband networks and connected home devices from cyber
threats and vulnerabilities.

Industry Collaboration: BBF collaborates with industry stakeholders to
develop consensus-based standards that address the evolving needs of the
broadband and connected home ecosystem.
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6b) Write about Security in loT

Security in 10T is paramount due to the vast amount of data generated, the
proliferation of connected devices, and the potential consequences of security
breaches. Several security mechanisms are employed to protect loT systems:

1. Authentication and Authorization:

« Authentication: Verifies the identity of devices, users, or entities before
granting access to resources or services. It ensures that only
authorized entities can interact with 10T devices or access sensitive
data.

o Authorization: Determines the level of access rights or permissions
granted to authenticated entities. It restricts access to specific
resources based on predefined policies or rules.

2. Encryption:

» Data Encryption: Encrypts data transmitted between loT devices,
gateways, and servers to protect it from unauthorized access or
interception. Encryption algorithms such as AES (Advanced Encryption
Standard) are used to secure data in transit and at rest.

« End-to-End Encryption: Ensures that data is encrypted from the source
device to the destination device, preventing intermediaries from
accessing or tampering with the data.

3. Integrity Verification:

» Data Integrity: Verifies the integrity of data to ensure that it has not
been altered or tampered with during transmission or storage. Hash
functions and digital signatures are used to detect unauthorized
modifications to data.

o Firmware Integrity: Ensures the integrity of loT device firmware and
software by verifying digital signatures or checksums. It prevents
unauthorized modifications to device firmware that could compromise
its security or functionality.

4. Secure Communication Protocols:

o TLS (Transport Layer Security): Provides secure communication
between IoT devices, gateways, and servers by encrypting data and
authenticating parties involved in the communication.
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o DTLS (Datagram Transport Layer Security): Secures communication
over unreliable protocols like UDP, ensuring confidentiality, integrity,
and authentication.

« COAP (Constrained Application Protocol): Implements security
features such as Datagram Transport Layer Security (DTLS) to protect
communication between resource-constrained loT devices and servers.

5. Access Control:

» Role-Based Access Control (RBAC): Assigns access rights or
permissions to users, devices, or applications based on their roles or
responsibilities. It limits access to sensitive resources or functionalities
to authorized entities.

o Attribute-Based Access Control (ABAC): Controls access based on
attributes or characteristics of entities, such as their location, time of
access, or device type. It provides fine-grained access control and
dynamic policy enforcement.

6. Security Updates and Patch Management:

e Regularly updates loT devices, gateways, and servers with security
patches and firmware updates to address vulnerabilities and mitigate
security risks. Patch management processes ensure that devices are
running the latest software versions with security fixes and
improvements.

7. Security Monitoring and Incident Response:

e Implements security monitoring mechanisms to detect and respond to
security incidents in real-time. Intrusion detection systems (IDS),
security information and event management (SIEM) systems, and
anomaly detection algorithms are used to monitor loT networks for
suspicious activities or anomalies.

» Establishes incident response procedures to contain and mitigate
security incidents effectively. It includes incident detection,
containment, investigation, recovery, and lessons learned to improve
security posture and resilience.

6¢) Discuss ESTI, OMA, and BBF protocols

1. ETSI (European Telecommunications Standards Institute):
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Overview:

e ETSIis an independent, not-for-profit organization that develops globally
applicable standards for information and communications technologies
(ICT), including telecommunications, broadcasting, and related areas.

e It plays a key role in standardizing technologies and protocols to ensure
interoperability, compatibility, and competitiveness in the European and
international markets.

o ETSI collaborates with industry stakeholders, regulators, governments, and
research institutions to develop consensus-based standards that address
the evolving needs of the ICT industry.

Protocols:

o ETSI M2M (Machine-to-Machine): ETSI M2M standards define protocols,
interfaces, and data formats for facilitating machine-to-machine
communication and interoperability. These standards enable the
development of scalable and interoperable M2M solutions across various
industries and applications.

2. OMA (Open Mobile Alliance):
Overview:

e« OMA is a global consortium of mobile industry stakeholders that develops
open standards for mobile and loT technologies.

o It focuses on standardizing protocols, interfaces, and data formats to
enable interoperable and scalable solutions in areas such as mobile
services, device management, and loT connectivity.

e OMA collaborates with mobile operators, device manufacturers, software
developers, and other stakeholders to develop consensus-based standards
that promote innovation and growth in the mobile ecosystem.

Protocols:

o OMA Device Management (OMA-DM): OMA-DM is a protocol for remote
management of mobile devices, including configuration, firmware updates,
and diagnostics. It enables mobile network operators and service providers
to manage devices over-the-air, ensuring optimal performance, security,
and user experience.
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o OMA Lightweight M2M (LwM2M): LWM2M is a lightweight protocol for
device management and communication in loT deployments. It provides a
standardized way to manage loT devices, monitor their status, and update
firmware over constrained networks, such as cellular, LPWAN, and low-
power devices.

3. BBF (Broadband Forum):
Overview:

e BBF is a non-profit industry organization that develops standards for
broadband networks and connected home technologies.

o It focuses on standardizing protocols, interfaces, and data models to enable
interoperable and scalable solutions in broadband access networks,
including DSL, fiber, and cable technologies.

o BBF collaborates with network operators, service providers, equipment
vendors, and other stakeholders to develop consensus-based standards
that promote innovation and growth in the broadband and connected home
ecosystem.

Protocols:

« TR-069 (CPE WAN Management Protocol): TR-069 is a protocol for
remote management of customer-premises equipment (CPE), such as
modems, routers, and set-top boxes. It enables service providers to
remotely configure, monitor, and troubleshoot CPE devices, improving
service quality and reducing operational costs.

e TR-369 (User Services Platform): TR-369 defines a framework for
delivering user services, such as voice, video, and data, over broadband
networks. It enables service providers to offer a wide range of services to
subscribers, enhancing the value proposition of broadband connectivity.

e« TR-369 USP (User Services Platform): TR-369 USP is an evolution of TR-
069 that provides a secure, extensible, and interoperable framework for
managing connected devices and services in the connected home. It
enables service providers to offer advanced features such as loT device
management, automation, and security.

7a) Explain the main elements of M2M lot
Architecture in detail
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Machine-to-Machine (M2M) and Internet of Things (loT) architectures share
many similarities, as M2M is often considered a subset of IoT. However, M2M
architectures typically focus on direct communication between machines or
devices, while loT architectures encompass a broader ecosystem of
interconnected devices, systems, and applications. Here are the main elements
of an M2M loT architecture:

1. Devices and Sensors:

e Devices are the physical endpoints in the M2M loT architecture,
comprising sensors, actuators, controllers, and other hardware
components.

e Sensors collect data from the physical environment, such as
temperature, humidity, pressure, location, and motion, while actuators
enable devices to perform actions based on received instructions.

2. Connectivity:

o Connectivity enables communication between devices and other
elements of the M2M IoT architecture, including networks, gateways,
and cloud platforms.

» Various communication technologies may be used, including wired
(Ethernet, PLC) and wireless (Wi-Fi, cellular, Bluetooth, Zigbee)
protocols, depending on factors such as range, bandwidth, power
consumption, and reliability.

3. Network Infrastructure:

» Network infrastructure provides the underlying communication
backbone for transmitting data between devices and backend systems.

e ltincludes network protocols, routers, switches, access points,
gateways, and cellular towers, facilitating data exchange over wired and
wireless networks.

4. Gateways and Edge Computing:

o Gateways serve as intermediaries between devices and cloud
platforms, aggregating, preprocessing, and filtering data locally before
forwarding it to centralized systems.

» Edge computing enables real-time data processing, analysis, and
decision-making at the network edge, reducing latency, bandwidth
usage, and dependency on centralized cloud resources.
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5. Cloud Platforms:

e Cloud platforms provide scalable and elastic computing resources for
storing, processing, analyzing, and visualizing data generated by M2M
devices.

e They offer services such as data ingestion, storage, analytics, machine
learning, and application development, enabling businesses to derive
insights and value from loT data.

6. Data Management and Analytics:

« Data management involves storing, organizing, and securing M2M loT
data in databases, data lakes, or distributed storage systems.

e Analytics tools and techniques are used to derive actionable insights,
patterns, and trends from loT data, enabling predictive maintenance,
optimization, and decision-making.

7. Application Layer:

» The application layer encompasses software applications, services, and
interfaces that interact with M2M loT devices and data.

» Applications may include monitoring and control systems, asset
tracking solutions, predictive maintenance platforms, and customer-
facing portals, tailored to specific use cases and industry verticals.

8. Security and Privacy:

o Security measures are implemented to protect M2M loT systems from
cyber threats, unauthorized access, data breaches, and privacy
violations.

o This includes encryption, authentication, access control, secure
bootstrapping, over-the-air (OTA) updates, and compliance with
regulatory requirements (e.g., GDPR, HIPAA).

By integrating these elements into a cohesive architecture, organizations can
deploy scalable, secure, and interoperable M2M IoT solutions that deliver
tangible business value, enhance operational efficiency, and drive innovation
across various industries and use cases.

7b) Discuss Application layer protocols
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Application layer refers to OSI Level 5, 6 and 7. It is application layer in the TCP-
IP

model.

In IOT architecture, this layer lies above the service discovery layer. It is
highest layer in

the architecture extending from the client ends. It is the interface between the
end

devices and the network.

This layer is implemented through a dedicated application at the device end.
Like for a

Computer, application layer is implemented by the browser.

It is the browser which implements application layer protocols like HTTP,
HTTPS, SMTP

and FTP. Same way, there are application layer protocols specified in context to
IOT as

well.

This layer is responsible for data formatting and presentation. The application
layer in

the Internet is typically based on HTTP protocol.

However, HTTP is not suitable in resource constrained environment because
itis

extremely heavyweight and thus incurs a large parsing overhead. So, there are
many

alternate protocols that have been developed for IOT environments. Some of
the

popular IOT application layer protocols are as follow -

o CoAP

o DDS

o Restful HTTP

o ONS 2.0

o SOAP

0 Web socket

o HTTP/2

o JavaScript 10T

Applications can provide additional level of security using TLS(Transport
Layer Security)

or
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SSL (Secure Set Layer) as a transport layer protocol.

In addition, end to end authentication and encryption algorithms can be used
to handle

Different levels of security as required.

For further on security, It should be noted that a number of new security
approaches

are also being developed that are suitable for resource constrained loT devices.

7¢) Discuss about M2M and loT Analytics

M2M (Machine-to-Machine) and loT (Internet of Things) analytics involve the

analysis of data generated by interconnected devices to derive insights, make
informed decisions, and drive value across various industries and use cases.

Here's a discussion on M2M and loT analytics:

1. Data Collection and Preparation:

e M2M and IoT analytics begin with the collection of data from sensors,
devices, and systems deployed in the field.

o Data collected may include sensor readings, machine telemetry,
environmental conditions, operational parameters, and user interactions.

o Datais preprocessed to clean, filter, aggregate, and transform it into a
usable format for analysis, addressing issues such as missing values,
outliers, and data quality.

2. Descriptive Analytics:

o Descriptive analytics involves summarizing and visualizing M2M and loT
data to understand historical trends, patterns, and anomalies.

o Techniques such as time series analysis, data profiling, clustering, and data
visualization are used to explore and interpret data characteristics.

o Descriptive analytics provides insights into the behavior and performance
of connected devices, assets, and systems over time.

3. Predictive Analytics:

o Predictive analytics leverages historical data to forecast future outcomes,
trends, and events in M2M and loT environments.

loT Architecture - Important

33



e Machine learning algorithms, statistical models, and predictive modeling
techniques are applied to identify patterns, correlations, and predictive
features in data.

o Predictive analytics enables proactive decision-making, predictive
maintenance, anomaly detection, and optimization of operational
processes.

4. Prescriptive Analytics:

o Prescriptive analytics goes beyond predicting future outcomes to
recommend actions or interventions that optimize performance and achieve
desired objectives.

e It combines predictive models with optimization algorithms, simulation, and
decision support systems to generate actionable insights and
recommendations.

o Prescriptive analytics guides decision-makers in identifying the most
effective course of action to address challenges, mitigate risks, and
capitalize on opportunities in M2M and IoT deployments.

5. Real-Time Analytics:

» Real-time analytics processes M2M and loT data streams in near-real-time
to detect, analyze, and respond to events and changes as they occur.

e Stream processing frameworks, complex event processing (CEP) engines,
and edge computing platforms enable low-latency analysis and decision-
making at the network edge.

o Real-time analytics supports use cases such as predictive maintenance,
anomaly detection, fraud detection, and real-time monitoring of critical
infrastructure and systems.

6. Security and Privacy:

o Security and privacy considerations are paramount in M2M and loT
analytics to protect sensitive data, prevent unauthorized access, and
comply with regulatory requirements.

e Encryption, authentication, access control, and data anonymization
techniques are employed to safeguard data confidentiality, integrity, and
privacy.
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o Compliance with regulations such as GDPR, HIPAA, and CCPA ensures that
M2M and loT analytics initiatives adhere to legal and ethical standards.

By leveraging M2M and loT analytics, organizations can unlock the value of
connected devices and data, optimize operations, improve decision-making,
and drive innovation in diverse industries such as manufacturing, healthcare,

transportation, energy, and smart cities.
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